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INTRODUCTION

Given the rapid adoption of the 
internet and mobile technology, 

conducting online research has become 
more accessible for scientists, as they 
are able to engage numerous partici-
pants while collecting data quickly and 
efficiently. Online research, particularly 
anonymous web-surveys, allow partic-
ipants to partake in research at their 
own convenience while being able to 
maintain their privacy (Wyatt, 2000). 
This method further allows research-
ers to target unique population types in 
a cost-effective manner, while having 
increased reach and scalability, making 
it easier to collect a large sample size, 
in real-time, and under real-world con-
ditions (Heffner et  al., 2021; Teitcher 
et al., 2015). 

Despite the advantages of web-based 
surveys, ensuring data integrity of such 
research techniques continues to pose a 
challenge. Anonymous and incentivized 
surveys may be particularly vulnera-
ble to multiple responses from individ-
uals, responses from those who falsely 
claim to meet the eligibility criteria, or 
robot (bot) submissions. Such fraudu-
lent responses can lead to misleading 
or biased data impacting the accuracy of 
the results and significantly undermin-
ing the data integrity. This may further 
affect the scientific and clinical impli-
cations derived from the results, there-
fore negatively influencing the social 
benefit of the research being conducted. 
These issues highlight the importance 

of implementing strategies to detect 
and prevent fraudulent responses to 
maintain data integrity when con-
ducting web-surveys. Therefore, the 
purpose of this article is to review strat-
egies to prevent the collection of fraud-
ulent responses in web-surveys, as 
well as methods to manage fraudulent 
responses after data collection has been 
completed. 

PREVENTATIVE STRATEGIES
Prior to disseminating web-surveys 

it is essential for researchers to consider 
implementing methods to prevent the 
collection of fraudulent responses or 
facilitate the identification of fraudu-
lent responses. Anti-deception meth-
ods may include implementing specific 
types of survey questions, utilizing soft-
ware tools, and additional pre-caution-
ary measures. 

Survey questions. During the develop-
ment of survey questions researchers 
can include combinations of questions 
designed to identify inconsistencies. In 
an online incentivized survey of smoking 
behaviours, Choi and colleagues (2017) 
posed multiple questions designed for 
this purpose. For example, they posed 
two questions in their survey about daily 
cigarette use; one as an open text-box 
response (On average, how many cigarettes 
do you smoke each day?) and another as 
a multiple-choice question (How many 
cigarettes/day do you smoke? – Options 
including: 10 or less; 11–20; 21–30; 31 or 
more; Choi et al., 2017). With these ques-
tions, the authors identified that more 
than a third (97/270) of the collected sur-
veys had incongruent responses and, 
subsequently, excluded these surveys 
from the analysis (Choi et al., 2017). 

For non-anonymized surveys, includ-
ing questions to collect participants’ 
identifying information (e.g., name, 
email) may help researchers iden-
tify duplicate or suspicious responses 
that might be considered for omission. 

Indicators reported in previous stud-
ies have included: multiple submissions 
from the same name; miscellaneous let-
ters included at the end of a name being 
repeated (e.g., Johna, Johnb, Johnc); 
and email addresses with long strings 
of random characters (e.g., 5–10) (Pratt-
Chapman et  al., 2011; Teitcher et  al., 
2015).

Software. Software tools can also help 
to determine duplicate or suspicious 
responses and are often  available 
as optional features within popular 
web-survey platforms. Such software 
tools include Completely Automated 
Public Turing test to tell Computers and 
Humans Apart (CAPTCHA), which can 
deter bot-related submissions by posing 
challenging questions only humans are 
able to complete. Alternatively, software 
programs can also include hidden ques-
tions that only bots can detect and pro-
vide a response to (Heffner et al., 2021). 
Other software tools can track and help 
identify potentially duplicate or non-
legitimate responses from humans 
(Pozzar et  al., 2020). For example, 
numerous software programs are able 
to collect paradata such as survey start 
and stop time and mouse movement on 
the screen to understand how partici-
pants may be navigating the survey; the 
programs can also collect IP addresses, 
geolocation, or internet cookies to deter-
mine multiple entries (Heffner et  al., 
2021). With the assistance of such soft-
ware tools, researchers have identified 
and excluded responses made by bots, 
multiple submissions from a single 
individual, and those that have com-
pleted the survey despite being ineli-
gible for the study. For example, when 
evaluating the start and stop time for 
study completion, researchers have 
been able to identify when respondents 
have completed the survey within an 
unrealistic timeframe warranting fur-
ther investigation (Kramer et  al., 2014; 
Salinas, 2023). Also, when collecting 
IP addresses, investigators were able to 
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evaluate whether multiple responses 
were generated from one individual and 
further verify whether participants ful-
filled the geographical eligibility of the 
study (Choi et al., 2017). 

Additional strategies. Fraudulent data 
may also be deterred by emphasizing 
the consequences of submitting fraud-
ulent responses and highlighting data 
surveillance. For example, research-
ers may benefit from providing explicit 
disclaimers at the beginning of their 
surveys including statements such as 
“participants will not be compensated 
if suspected of providing fraudulent 
responses” or that “investigators can 
contact you by telephone or email to 
confirm your eligibility for the study” 
(Teitcher et  al., 2015). Moreover, while 
it may be beneficial to clearly state the 
inclusion and exclusion criteria for eli-
gible participants, this lets individuals 
know what responses to avoid when 
completing screening questions allow-
ing them to access the survey. To avoid 
this, Choi and colleagues (2017) masked 
their study’s eligibility criteria and 
included five screening questions that 
prevented misrepresentation of eligibil-
ity and unambiguous exclusion of inel-
igible participants. Investigators may 
further consider presenting incentives 
as a raffle compared to offering a gift 
card for each response as the low incen-
tive may outweigh the benefit of provid-
ing fraudulent data. 

DATA CLEANING
Despite implementing preventa-

tive measures to deter the collection of 
fraudulent responses, it is essential to 
analyze the data and remove suspicious 
submissions following the comple-
tion of data collection. After eliminat-
ing any cases that are easily identifiable 
as ineligible, researchers may begin to 
screen the data for potential indicators 
of fraudulent data. As previously men-
tioned, the collected data may further 
be assessed for conflicting responses 
to combined questions and/or dupli-
cate or suspicious names or emails 
(Pratt-Chapman et  al., 2011; Teitcher 
et  al., 2015). Similarly, open text-box 
responses can also be assessed for 
duplicate or similar responses, as well 
as answers that do not address the ques-
tion (Choi et  al., 2017; Pratt-Chapman 
et  al., 2011). To avoid the omission of 
legitimate data, researchers may decide 
to create decision rules, such as only 
excluding cases if they fulfill at least two 
of the listed indicators. Pratt-Chapman 
and colleagues (2021) executed similar 
techniques and decision rules to iden-
tify fraudulent responses in an online 
survey of cancer survivors, which was 
advertised by email and social media. 
After screening for and excluding 
responses meeting two or more criteria 
(e.g., incongruent responses, irregular 
timestamps), the researchers excluded 
1,408 responses from the 1977 total 

responses collected. When later com-
paring the data collected prior to and 
after removal of fraudulent responses, 
statistically significant differences were 
observed across demographic charac-
teristics including age, gender, educa-
tion, cancer stage, cancer type, health 
status, and insurance coverage (Pratt-
Chapman, 2021). This emphasizes the 
importance of creating criteria to screen 
for and identify fraudulent responses to 
ensure data integrity. 

CONCLUSION
Given the increased chances of col-

lecting fraudulent responses when 
conducting online research such as 
web-surveys, it is essential to develop 
anti-deception protocols and crite-
ria to identify suspicious submissions 
once data collection is complete. While 
online research does provide a range 
of benefits, it is essential to have mul-
tiple safeguards in place to ensure data 
integrity, while also considering the 
ethical implications of such methods. 
Overall, better informing researchers 
about these deceptions and, in accor-
dance, taking pre-cautionary measures, 
we maintain the scientific and clinical 
implications derived from such research 
methods.
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